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Chapter 1 About This Guide

Chapter 1 About This Guide

The User Guide provides information about RAP (Risk Asset Professional) as well as instructions
for performing risk assessment related tasks.

The screen images presented in this guide are a close representation of the screens you will see
in RAP.

1.1 Audience

The User Guide is directed to those users responsible for performing risk assessments and audits.

1.2 Related Documents

The following document provides additional information related to using RAP and can be used in
conjunction with this guide.

e Compliance Assessment Professional User Guide

1.3 Conventions

The following conventions are used throughout the User Guide.

1.3.1 Fonts
The following fonts have been used to notate Fields and Actions in RAP.

o Fields: Fields are Bolded.
e Actions: Actions, such as clicking on a link or button, are Bolded.
e Dialogue Boxes: Dialogue boxes are Bolded and ltalicized.

e Secondary Windows: Features that open in secondary windows like the Threat Library and
Reports are Bolded and ltalicized.

1.3.2 Notations

The following notations highlight information of special interest.

I Important: Calls attention to descriptions or procedures that are essential for proper
operation.

O Note: Provides supporting information that may not be explicitly addressed in the
accompanying text.

© Copyright 2008 Consult2Comply 5
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1.4 Technical Support

If you need technical assistance, please contact Consult2Comply using any of the following
means:

Online: | Support@Consult2Comply.com

Phone: | +1 703 871 3950

Mail: 12801 Worldgate Drive
Suite 500
Herndon, VA 20170 USA

1.5 Document History

This table details changes made to the document during each revision.

Date Type Description

April 2008 Release |Initial product release May 1, 2008

May 2008 Update | Minor changes and feature updates

© Copyright 2008 Consult2Comply 6
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Chapter 2 Getting Started

This chapter provides information and instructions for installing RAP, customizing preferences,
setting the start-up file path, entering data, performing a search and navigating RAP.

21 Installing RAP for the First Time

Before you begin using RAP you will need to install the software onto your computer. If you have
already installed the software, jump ahead to section 2.2 Customizing Preferences.

! Important: RAP requires Java JRE (Java Runtime Environment) version 1.5.0.12 or higher.
To download the latest Java version, go to http://www.java.com/en/download/manual.jsp. The
java download is free to all users.

O Note: You can check to see if Java is currently installed on your machine) by performing the
following check. This check is for Microsoft platforms users only

e (o to the Start Menu and select Run.
e Typein “cmd”. This is the command for command window.

e Type “Java —version”. This will determine if and what version of Java is installed on your
machine.

After purchase, you will receive an email with a RAP .msi (Microsoft Installer) program installer to
aid in installation.

To install RAP, complete the following steps.

1. Open the file to launch the installer.

The File-Download — Security Warning dialogue box opens.

File Download - Security Warning

Do you want to run or save this file?

Mame: RiskassetProfessional_w1[1].02_inskaller.exe
Type: Application, 9,39 ME

From:  wiaw, consulkZcomply . com

Fiun ][ Save ]l Cancel |

YWehile filez from the Internet can be useful, thiz file tppe can
o patentially harm your computer. [F you do not trust the source, do not

run or gave this software, What's the risky

Figure 1: File Download — Security Warning Dialogue Box

© Copyright 2008 Consult2Comply 7


http://www.java.com/en/download/manual.jsp

Chapter 2 Getting Started

2. Click Run.

0 Note: You can also save the install link to your local machine.
e Select the location where you would like to save the Windows Installer Package, and then
click Save.

e Once saved, the download begins. The process indicator tells you when the download is
complete.

The Installer application will begin the installation process.

3% of a389dkl php?RiskAssetProfessional_v... [= |[C1|[X]

Opening:

.osional_w1[1].02_installer, exe From wiaa, consultZ2camply . com

[== ]
Estimated kime left 1 min 35 sec (223 KB of 9,39 MEB copied)

Download ko Temparary Folder

Transfer rate; 95,7 KEfSec

[iCloze this dislog box when download completes:

Cancel

Figure 2: Installation Process

3. Upon completion, a Windows Security Window may appear asking if you would like to run the
application. Click Run.

Internet Explorer. - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Mame: RiskfssetProfessional_w1[1].02_installer.exe

Publisher: Unknown Publisher

[ Fun ] m::un't Fun

should only run software From publishers wou trust, How can I decide what
software bo run?

@ This file does not hawve a walid digital signature that werifies its publisher, You

Figure 3: Security Windows Warning Example

The RAP Setup Wizard opens

© Copyright 2008 Consult2Comply 8
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i Risk Asset Professional Setup

Welcome to Risk Asset
Professional Setup Wizard

The Setup Wizard will inskall Risk Asset Professional on your
computer, Click Mext ko continue or Cancel to exik the Setup

CONSULT) ¥
(COMPLY

|

< Back L___H_Ext} { [ Cancel

Figure 4: RAP Setup Wizard
4. Click Next.
The RAP Setup Wizard displays the End-User License Agreement.

© Copyright 2008 Consult2Comply 9
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i Risk Asset Professional Setup §| i

End-User License Agreement v R | 5 K AS SET

Flease read the Following license agreement carefully

SOFTWARE LICENSE AGREEMENT ~

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT (“AGREEMENT™)
CAREFULLY. THE TERMS OF THIS AGREEMENT GOVERN USE OF THE
“COMPLIANCE  ASSESSMENT PROFESSIONAL™  and “RISK  ASSET
PROFESSIONAL” SOFTWARE AND DOCUMENTATION (“SOFTWARE™)
UNLESS CONSULT2COMPLY (“LICENSOR”}) AND YOU (“CUSTOMER")
HAVE SIGNED A SEPARATE AGREEMENT.

LICEMSOR 1S WILLING TO LICEMSE THE SOFTWARE TO CUSTOMER ..

{331 accept the kerms in the License Agreement:

{31 do not accept the kerms in the License Agreement

Advanced Installer

< Back L Mext = ] [ Cancel

Figure 5: Accepting End-User License Agreement
5. Select | accept the terms in the License Agreement, and then click Next.

The RAP Setup Wizard displays the installation folder selection.

© Copyright 2008 Consult2Comply 10
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i Risk Asset Professional Setup

Select Installation Folder 0 R | 5 K AS S E T

This is the folder where Risk Asset Professional will be installed.

Toinstall in this Folder, click "Mext", To install to a different Folder, enter it below ar click.
"Browse",

Folder:
C:AProgram FilestConsulk2Camply, com Risk Asset Professional,  w | [ Browse, .

Advanced Installer

——
< Back Im&xt} i [ Cancel
S

Figure 6: Selecting an Installation Folder

0 Note: If you would like to install RAP to a location other than the default location shown in the
figure above, do the following.
e Enter the folder location, and then click Next.

-OR-
e Click Browse
e Select a new location, and then click OK.
e Click Next.
6. To install RAP in the default location, click Next.

The RAP Setup Wizard displays shortcut configuration options.

© Copyright 2008 Consult2Comply 11
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i Risk Asset Professional Setup E|
Configure Shortcuts I . RISK ASSET
Create application shorbcuks

Create shortcuts For Risk Asset Professional in the Following locations

Skark Menu Pragrams Folder

Quick Launch toalbar

advanced Installer

< Back, L_r'-_.l.ext:b { [ Cancel

Figure 7: Configuring Shortcuts

7. Deselect any shortcut options as desired, and then click Next.
RAP is ready to be installed.
8. Click Install.

© Copyright 2008 Consult2Comply 12
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i Risk Asset Professional Setup E'
Ready to Install l ' RISK ASSET
The Sekup Wizard is ready to begin the Twpical installation

Click Install ko begin the installation. IF wou wank to review or change any of your
installation settings, click Back, Click Cancel to exit the wizard,

Advanced Installer

< Back, [’ Install [ Cancel

Figure 8: Ready to Install RAP

9. Click Finish.

10. Optional. Deselect “Launch RAP” if you would not like to run RAP at this time.

© Copyright 2008 Consult2Comply 13
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i& Risk Asset Professional Setup

Completing the Risk Asset

Bm_q Professional Setup Wizard

oGl S —
(COMPLY

Launch Risk Asset Professional

W

Figure 9: Completing the RAP Setup Wizard / Launching RAP

< Back Zancel

I Important: If you are launching RAP for the first time or if your license has expired, you will be
prompted to enter a valid license key. See the following figure and remaining step for more
information.

Input r5_<|

5 Please enter your license key

OK Cancel

Figure 10: Entering License Key

11. Enter your license key, and then click OK.

2.2 Customizing RAP

RAP has many features that are configurable. You can customize the following settings and
preferences.

1. Logo —you can upload a custom logo to RAP. See section 2.2.1 for more information and
instructions.

© Copyright 2008 Consult2Comply 14
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2. Start Up File Path — you can set the start up file path. See section 2.2.2.1 for more
information and instructions.

3. Preferences Files — you can save and load your preferences files as well as restore default
settings. See section 2.2.2.2 for more information and instructions.

4. Drop-Down Values — you can add, edit and remove drop-down values for certain fields in
RAP. See section 2.2.2.3 for more information and instructions.

2.2.1 Adding/Changing Logos
You can add a new logo or change your existing logo that displays in RAP.
To do add or change your logo, complete the following steps.

1. Right-click the logo image and select Change Logo Image.

See the following figure for an example.

© Copyright 2008 Consult2Comply 15
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E Risk Asset Professional

File Reports Tools Settings Help
Asset Hame Loss of CIA Value Asset Value | Threat Level |Vul
Collapse All Expand All
bih Assets list
Change Logo Image
Add Asset
Figure 11: Adding / Changing Your Logo
The Open dialogue box opens, which allows you to select a logo file.
See the following figure for an example.
© Copyright 2008 Consult2Comply 16
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I open X

Look In: ([ images - | ||| |3 |Baf o=
|j| hoverstate.jpg E‘] midcolumnbottom.jpg |j| sidebarbg.jpg
| |j| hoverstateZ.jpo D midcolumnrepeater.jpg |j| sidebarhg2.jpo
| D logo.jpog D midcolumntop.jpg D sidebarhottom.jpo
D logo.jpo D navlistho.jpo D sidebarhottom?2.jpo
Ty D mainproduct.jpg E‘] sthead1.jpy D sidebarhead.jpg
|j| menubg.jpg D sthead2.jpy |j| sidebarhead?.jpg
q | I I [ »
File Hame: |Iugn.jpg |
Files of Type: |All Files -
Open Cancel

Figure 12: Open Dialogue Box - Selecting a File

2. Select the file containing your logo, and then click Open.

The new logo displays.

O Note: To cancel this action and close the dialogue box, click Cancel.

! Important: Only JPEG files can be used to add or change the logo that displays in RAP. If
you open another file type, the image will not display.

2.2.2 Settings and Preferences

You can customize the way you work by using the Settings and Preferences feature in RAP. The
following subsections provide information and instructions for setting the start-up file path, creating
and saving your custom settings / preferences to a file, loading your saved preferences, and
quickly and easily restoring default settings.

To change settings and preferences, complete the following steps.

1. From the Settings menu, select Preferences.

The Preferences dialogue box opens.

© Copyright 2008 Consult2Comply 17
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£ Preferences

[f General | Drop Down Values r Asset Properties |

Starting File Path | il

|| Browse ‘

Restore Default Settings

Load Settings From File

| Save Settings To File

| SaveiClose

Figure 13: Preferences Dialogue Box

e To set the start up file path, see section 2.2.2.1.

e To save, load or restore settings, see section 2.2.2.2.

e To edit drop-down values, see section 2.2.2.3.

e To edit asset properties, see section 2.2.2.4.

2.2.2.1 Setting Start Up File Path

The settings feature saves you time by allowing you to set the default directory that RAP points to

when you open and save assessments.

To set the startup file path, complete the following steps.

1. From the General tab of the Preferences dialogue box, Click Browse.

The Select Starting File Path dialogue box opens.

© Copyright 2008 Consult2Comply
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Z Select Starting File Path

Look In: | files - | |&| || |3 |[EelE=

File Hame: CAProgram FilesiConsultZComply comiRisk Asset Professionalifiles

Files of Type: |All Files -
Open Cancel

Figure 14: Selecting a Starting File Path
2. Select or enter the start-up path you prefer, and then click Open.

3. Click Save/Close to save the default file path and close the dialogue box.

2.2.2.2 Saving/Loading / Restoring Settings

You can save your custom settings and preferences, load saved settings and preferences files,
and restore default settings — all using the Settings and Preferences feature. The following actions
are available from the General tab of the Preferences dialogue box.

Restore Default Settings — a quick way to return to the original RAP program settings. By
restoring the default settings, you are resetting the drop-down values, logo image and asset
properties.

To restore default settings, complete the following steps.
1. From the General tab of the Preferences dialogue box, click Restore Default Settings.
2. Click Yes to confirm change.

Save Settings and Preferences — allows you to save your custom settings and preferences to a
file.

To save your settings and preferences, complete the following steps.
1. From the General tab of the Preferences dialogue box, click Save Settings to File.
2. Enter the file name.

3. Select a location where you would like to save your preferences file, and then click Save.

© Copyright 2008 Consult2Comply 19
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Load Your Settings and Preferences — You can load your custom settings and preferences at
any time by opening the desired custom settings file.

To load your customer settings and preferences, complete the following steps.
1. From the General tab of the Preferences dialogue box, click Load Settings From File.

2. Click Yes to confirm change.

2.2.2.3 Editing Drop-Down Values

RAP provides you with the ability to customize field values available in drop-down lists throughout
the application. There are two methods available for editing drop-down values. You can use the
Setting and Preferences feature from the menu bar or simply navigate to the drop-down field you
want to edit and select “Add/Edit/Remove” from the drop-down list.

Edit Drop-Down Values Using Settings and Preferences

To edit drop-down values using the Settings and Preferences feature, complete the following
steps.

1. From the Settings menu, click Preferences.

2. From the Drop Down Values tab, click Open Drop Down Values Editor.

£ Ppreferences

( General |T Drop Down Yalues r Asset Properties |

Edit the values that will be displayed for the dropdowns | Open Drop Down Values Editor %

Save/Close

Figure 15: Opening Drop-Down Values Editor

The Edit Values dialogue box opens.

© Copyright 2008 Consult2Comply 20
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£ Edit Yalues

Value Group |Awvailabilioy | - |
Edit Yalue
Low - Test
Medium Name
High Weight
Wery High
Add Remove save

Figure 16: Edit Values Dialogue Box

The following table provides information about the fields with drop-down lists that you can edit.

Editing Values

Type Field
Asset e Availability

e Integrity
Threat e Impact

e Probability
Vulnerability e Vulnerability Level
Control e Importance

© Copyright 2008 Consult2Comply 21
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- Edit Values

Yalue Group |Integrity -
Edit Value
Low
Medium Name
High Weight
Wery High
Wery Very High
Add Remove e

Figure 17: Edit Values Dialogue Box

3. To edit the values of a particular field, select the field from the Value Group drop-down list
field.

See the following figure for an example.

£ Edit Values
Yalue Group |Integrity -

Availability
Confidentiality Edit Walue

Low Impact Name

Medium

i Importance

High | tearity Weight

veryHigh i ohanility

veryVery Hhuinerability e}y

Save

Add Remove

Figure 18: Editing Values — Selecting a Value Group
The existing values for the selected list field display.

© Copyright 2008 Consult2Comply 22



Chapter 2 Getting Started

e To add a new value to the list field, do the following.
e Click Add.

e From the Edit Value box, enter the Name and Weight.
e Click Save.
e Toremove a value from the selected list field, do the following.
e Click the value.
e Click Remove.
e Click Save.
e To change the name and/or weight of a particular value, do the following.
e Click the value.
¢ Change the Name and/or Weight.

e Click Save.

Edit Drop-Down Values From Drop-Down Fields

To edit values available from field drop-down lists, complete the following steps.

1. From the Assets Detail Area, select Add/Edit/Remove... from any drop-down list field.

See the following figure for an example.

© Copyright 2008 Consult2Comply 23
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'l Asset File Example.xaml

File Reports Tools Settings Help

Assets list > Awareness Analyst » Lack of Training > Lack of job training

Agzgat Owrer Information

Asset Owner IPD¥AG 475150

Asssb Summary
Loss of CIA Value .00 Risk Level ﬁ 11.15 - MEDIUM
Asset Value 1.67 Threat Level I | 25
Vulnerability | | 2.67
Yulnerability Vulnerability Level
Lack of jab training High |~
Low
Medium
.
AddEdit Remove...
| Collapse All | ‘ Expand All ‘

Bk Assetslist
o B Mwareness Analyst

¢ ¥ Lack of Training

¢ @ Lack of job training
- @ A8.1.1:Roles and Responsibilies

+ & A8.3.3 MWanagement Responsibilities
o= @&
‘ o Y Entrapment/ blackmail of staff

| Add Asset o {7 Staff Shortage
o mwareness Analyst (Group Leader)
| Open Threat Library ‘ - Awareness Group Procedure _
o mwareness Group Procedure (Original Signed)
o= Awvareness Senvices
Search o Compliance Assessment Services
A Intornot Cornrib: Dotabaco Seagmnar

Figure 19: Editing Values

The Edit Values dialogue box opens.
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£ Edit Yalues

Value Group |Awvailabilioy | - |
Edit Yalue
Low - Test
Medium Name
High Weight
Wery High
Add Remove save

Figure 20; Edit Values Dialogue Box

The following table provides information about the fields with drop-down list that you can edit.

Editing Values

Type Field
Asset e Availability

e Integrity
Threat e Impact

e Probability
Vulnerability e Vulnerability Level
Control e Importance

© Copyright 2008 Consult2Comply 25
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- Edit Values

Yalue Group |Integrity -
Edit Value
Low
Medium Name
High Weight
Wery High
Wery Very High
Add Remove ave
Figure 21: Edit Values Dialogue Box
2. To edit the values of a particular field, select the field from the Value Group field.
See the following figure for an example.
S Edit Values
Value Group |Integrity -
Availability
Confidentiality Edit Value

Low Impact

Medium Name

High Importance

vlg i [ntegrity Weight

UEWU'Q | [Probability

Ery Very ulnerahility Lex&}
Add Remove Save

Figure 22: Editing Values — Selecting a Value Group

The existing values for the selected list field displays.

e To add a new value to this list field, do the following.
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e Click Add.
e From the Edit Value box, enter the Name and Weight.

e Click Save.

e Toremove a value from the selected list field, do the following.
e Click the value.

e Click Remove.

e Click Save.

e To change the name and/or weight of a particular value, do the following.
e Click the value.

e Change the Name and/or Weight.

e Click Save.

2.2.2.4 Editing Asset Properties

To edit property drop-down values available when adding and editing assets in RAP, complete the
following steps.

1. Follow the instructions in section 2.2.2

2. From the Assets Properties tab, click Open Asset Property Editor.

£ preferences

r General |/ Drop Down Values |T Asset Properties |

Edit the values that will be displayed for the Asset Properties Open Asset Property Editor %

Save/Close

Figure 23: Opening Asset Property Editor

The Edit Property Dropdown Values dialogue box opens.
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< Edit Property Dropdown Values

Property Name |Asset Owner | - |
Edit Yalue
Mike Johnson
Test Company Name
Save
Add Kem Remove tem

Figure 24: Edit Property Dropdown Values
3. Select from the following options.

e To add a value, do the following.
e Click Add Item.

¢ From the Name field, edit the value.

See the following figure for an example.

= Edit Property Dropdown Values

Property HName |Asset Owner | - |

Mike Johnson Edit Value

New Value Hame Mew Yalue

Test Companmy

Add kem Remove ltem

Figure 25: Adding A Value
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e Toremove a value, do the following.
e Select the value that you want to remove, and then click Remove Item.

See the following figure for an example.

dit Property Dropdown Values.

Property Name |Asset Owner | - |
John Smith Edit Yalue
Mike Johnson Hame Jahn Smith
Test Companmy
Save
Add kem Remove ltem C\JS

Figure 26: Removing a Value

e To edit a value, do the following.
e Select the value you want to edit.

¢ From the Name field, change the value.
4. Click Save to save your changes.
5. Close the Edit Property Dropdown Values dialogue box.

6. From the Asset Properties dialogue box, click Save/Close.

2.3 Entering Data

There are several ways to enter data in RAP.

e Text boxes: Text boxes are blank boxes that you can use to type information

e Lists: Lists display a set of items. To select an item, click the arrow beside the list, and then
click the item.

e Checkboxes: Checkboxes are small square boxes that can be selected or cleared to turn on
or off an option.

© Copyright 2008 Consult2Comply 29



Chapter 2 Getting Started

See the following figures for examples.

< Edit Property Dropdown Values

Property Hame |Asset Owner ‘ - |
Edit val

John Smith aue

Mike Johnson Name |
Test Compamy

Text box
Save
Add tem Remowve kem

Figure 27: Textbox

£ preferences

l/ General |/ Drop Down Yalues |/ Asset Properties

Starting File Path |.J'ﬂ|ES.f Browse

Set Update Frequency FDn Every Start Up
On BEvery Start Up
On BEvery Day

On Every Week

n BEvery Month

k. ™

&

Restore Default S

List SaveiClose

Figure 28: List
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Statement of Applicability.

e Checkboxes
# jca Group Control Assets
1 %81 Information Security Palicy A.48.1.1 Information Security Policy Document employees E
2 5.1 Infarmation Security Palicy W.5.1.2 Review of the Infarmation Security Palicy employees
3 6.1 Internal Organization W11 Management Cammitrment to Infarmation Sec.jemplovees 3
4 W61 Internal Organization VB2 Infarmation Security Coordinatian employees
& W61 Internal Organization B 1.3 Allocation of Information Security Responsibili. jemployees L9
G W61 Internal Organization w614 Authorization process for Infarmation Process.. |pes, employees
7 | 6.1 Internal Organization WB.1.5 Canfidentiality Agreements
8 W61 Internal Organization WE1 A Contactwith Authorities employees
9 W61 Internal Organization WE 1T Contactwith Special Interest Groups employees
10 | W61 Internal Organization W.6.1.8 Independent Review of Infarmation Security
11 6.2 External Parties 621 Identification of Risks related to External Parti.. jemplovees
12 O W 6.2 External Parties WE. 2.2 Addressing Security when dealing with Custo..
13 | 6.2 External Parties VB 2.3 Addressing Security in Third Party Agreements
14 | W T 1 Respaonsihility for assets AT Inventary of Assets
148 | 7.1 Responsihility for assets W.T.1.2 Ownership of Assets
16 O 7.1 Responsibility far assets W73 Acceptable use of Assets
17 | W72 Classification Guidelines W72 Classification Guidelines
18 | W.T 2 Classification Guidelines W7 2.2 Information Laheling and Handling
19 .81 Prior to Employment A.8.1.1 Roles and Responsihilities employees
20 .81 Prior to Emplayrment W.8.1.2 Sereening ermployees
al w81 Prior to Employment V81,3 Terms and Conditions of Employment employees
22 8.2 During Employment W82 Management Responsibilities employees
23 8.2 During Employment W.8.2.2 Information Security Awareness, Education a... emplovees
24 k 4 1A.8.2 During Employment W.8.2.3 Disciplinary Process ermployees =
[« — Il [Tr]

Figure 29: Checkbox

2.4 Performing a Search

RAP provides you with the ability to perform a search for asset data from an assets list.

To perform a search, complete the following steps.

O Note: In order to perform a search, an assets file must be open. For instructions on opening
an asset list, see section 3.2 Opening an Existing Assets List.

1. From the Search field, enter search criteria, and then click Find.

See the following figure for an example.
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?
¢

Add Asset
Open Threat Library

Search

o

Teleworking - s
. |
L]

Bk [Eesets Tist

pes

T Misuse

¢ @ Unauthorized use of information processing facilities
T @

[ T»

information processing facilities?

¢ @ Misuse ofinformation processing facilities

Rl

rols applied to preventthe

&
o @ Misus
o @ Unauthorized removal of property or media
@ Inaccurate Infarmation
@Y Bomb Scares
furniture
employees

islation

Figure 30: Performing a Search

0 Note: You can use the + character to find an asset, control, threat, vulnerability, or access
guestion) matching all of the words / phrases entered. For example, to find a control
containing the words “software” and “code,” enter “software + code” in the search field.

O Note: If a match is found, it is highlighted in blue.

See the following figure for an example.

b rssets list

o B ncs
o Y Misuse
? !ﬁi" Unauthorized use of information processing facilities

o @

place far new infarmation p

o= @

o= @

‘ Add Asset ‘ P @Al
[T Are there po ;i place to autharize and cantr
‘ 0 Threat Lib ‘ Lo 4 1
ISR s there m ment authorizativ for the of information processing fac
o- @ Misuse of system utilities or audit tools
Search o- @ Unauthorized remaoval of property or media
o= §T¥ Inaccurate Information MﬂtCh
Teleworking > - Enﬁs:gb Sl highlighted
? ' ermplovees in blue
| oY Lenislation
L] I

Figure 31: Match Found

e To find the next asset element matching the search criteria you entered, click Find.

2.5 Navigat

ing RAP

This section describes general application layout and available methods for navigating through

RAP.
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2.5.1 General Layout and Navigation

RAP is designed to enable you to quickly and easily create new assets lists, work with assets lists,
perform searches, generate reports and manage your settings and preferences.

2.5.1.1 Assets Detail and Outline Areas

The top section of RAP, the Assets Detail Area, displays the details of an assets list as well as the
list's associated assets, threats, vulnerabilities, controls and access questions.

Below the Assets Detail Area is the Assets Outline Area. When open, an assets list displays in the
Asset Outline Area and is organized in a hierarchical tree structure with six branch levels. The
various branches of the tree represent the assets list, assets, threats, vulnerabilities, controls and
access questions. Level 1, the assets list, is the root of the assets outline.

The following figure illustrates the various branch levels of an assets list.

bk Assets list (Level 1)
¢ P Asset (Level 2)
o §I¥ Threat (Lewvel 3 - Red)
o @ vulnerahility {Lewel 4 - Yellow)
o & FINEEntal (Level 5 - Green)
TRl (L evel 6 - Gray)

Figure 32: Assets Outline Tree Structure

The following figure shows you the “Assets list” displayed in the Assets Detail Area. Note that
“Assets list” is selected from the Assets Outline Area and is highlighted in blue. When an asset or
an asset’s associated threat, vulnerability, control, or access question is selected from the Assets
Outline Area, its details will display in the Assets Details Area.

© Copyright 2008 Consult2Comply 33



Chapter 2 Getting Started

E Risk Asset Professional - Asset File Example.xml
File Reports Tools Settings Help

—
f Asset Name Loss of CIA Value Asset Value | Threat Level Vulnerability Level| Risk Level 3
Awareness Analyst oo 1.67 240 267 11.14 Z
Awareness Analyst (Group Leaden oo 200 288 200 11.52
Awareness Group Procedure oo 233 1.50 300 1048
Awareness Group Procedure (Ori.. oo 2.00 2.00 300 12.00
Awareness Services .on 233 217 233 11.78 —— Assets Detail Area 5
Compliance Assessment Services oo 233 217 233 1178
Internet Security Database Scanner oo 233 .00 .00 20497
IP Manual oo 267 5.40 .00 44.05 R
IP Falicies Original oo 2.00 2.00 .00 12.00
Fen Test Methodology and Process oo 233 1.80 .00 10.48
Fen Test Outputs oo .00 5.40 .00 48.50
Pen Test Serices oo 233 217 233 11.78 |
k‘ Fentest Tracking System oo 267 A.00 .00 40,05 y, |
| Collapse All | | Expand All |
[y 4— "Assets List" is selected from the Outline Area ol
o B Awareness Analyst

¢ 17 Lack of Training
¢ @ Lack of joh training
@

curity roles and responsihilities for employees, contractors and third party s heen defined and documented i

o-@‘

o @
Add Asset o (¥ Entrapment  blackmail of staff
ommmeniony ] | @ ey

Awareness Analyst iGroup Leader)
HAwareness Group Procedure
Awareness Group Procedure (Original Signed)
Search Muwareness Senvices —
Compliance Azsessment Services
’7 Internet Security Database Scanner

IF tanual

IP Policies Original

Fen Test Methodaology and Process
Pen Test Outputs

ol I S A 4

BE

T I [

Figure 33: Assets Detail and Outline Areas

Vertical and horizontal scroll bars can be used to view the contents of the Assets Detail Area and
the Assets Outline Area.

To expand or hide the various levels of the assets list, simple double-click a level from assets list.
To expand or collapse all levels of the assets list, click Expand All or Collapse All.

The following table provides information and instructions for viewing asset details.

Asset Detail Area - Displaying Asset Details

Outline Level Viewing Details Details Provided

Assets list To view the details of an When selected, an assets list displays in the
assets list, select “Assets assets display area in a table format.

list” from the Assets . . .
You can adjust the width of the column headings

Outline Area. : .
and arrange column headings by dragging and
dropping the heading in the order you desire.
Asset To view the details of an When selected, an asset and its details display in
asset, select the asset the Assets Detail Area.

from assets list. A
Details Displayed:

e Asset Owner Information

e Asset Summary

e Asset Details (Original Cost, Confidentiality,
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Asset Detail Area - Displaying Asset Details

Outline Level Viewing Details Details Provided

Integrity and Availability)

Available Actions:

e Edit Asset Properties
You can edit an asset’s properties, including
its Asset Owner, Building and Property details.

e Edit Asset Details
You can edit an asset’s details including its
original cost, confidentiality, integrity and
availability.

Threat To view an asset'’s threat When selected, a threat and its details display in
details, select the threat the assets details area, in a table below the asset
from the assets list. summary.

Available Actions:

e Edit Threat Details
You can edit the details of an asset’s threat
including its impact, probability to determine
the asset threat rating.

Vulnerability To view an asset’s When selected, vulnerability and its details display
vulnerability details, select | in the assets details area, in a table below the
the vulnerability from asset summary.
assets list. . .

Available Actions:

e Edit Vulnerability Details
You can edit the details of an asset’s
vulnerability including its vulnerability level.

Control To view an asset’s control | When selected, a control and its details display in
details, select the control the assets details area, in a table below the asset
from the assets list. summary.

Available Actions:

e Edit Control Details

You can edit the details of an asset’s control
including its importance.

Access To view the details of an When selected, an access question displays in the

Question asset's access question, assets details area, below the asset summary.
select the access question
from the assets list.

Search Box

The Search box is beside the Assets Outline Area. The search box can be used to search for
assets, threats, vulnerabilities, controls and access questions.
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E Risk Asset Professional - Asset File Example.xml
File Reports Tools Settings Help

Asset Name Loss of CIA Value Asset Value | Threat Level Vulnerability Level Risk Level
MWAreness Analyst i) 1.67 2.50 287 11.14 Z
Awiareness Analyst (Group Leader) oo 2.00 2.88 2.00 11.52
Avareness Group Procedure i} 233 1.50 3.00 1048
Mwareness Group Procedure (0. i) 2.00 2.00 .00 12.00
Mwareness Senices oo 2.33 217 2.33 11.78 3
Cormpliance Assessment Serices i} 233 27 233 11.78
Internet Security Database Scanner i) 2.33 .00 .00 2087
IF Manual i) 267 4.80 .00 44.05 [ |
IP Folicies Qriginal i) 2.00 2.00 3.00 12.00
Fen Test Methodology and Process i) 233 1.80 .00 10.48
Pen Test Outputs i) .00 4.80 .00 49.50
Fen Test Services i) 233 217 233 11.78 |
Pentest Tracking Systermn it} 267 5.00 2.00 40.05 B
| Collapse All ‘ | Expand All ‘
I [«
4 Awareness Analyst

¢ T/ Lack of Training
¢ @ Lack of joh training
@

o ¥ Entrapment f blackmail of staff
o Y Staff Shartage

Aweareness Analyst (Group Leader)
Awrareness Group Procedure
Aweareness Group Procedure (Original Siansd)
Awareness Senvices

Compliance Assessment Services
Internet Security Database Scanner
IF tlanual

IP Palicies Original

Fen Test Methodology and Process
Pen Test Outputs

Search Box

(REY

1 IC

Figure 34: Search Box

e For more information about the search feature and instructions for performing a search, see
section 2.4 Performing a Search.

Threat Library

The Threat Library is a resource feature of RAP that you can reference when working with an
assets list. You can add a Threat Library and edit a library that has already been added.

The Threat Library resource is available from the main screen of RAP beside the Assets Outline
Area. Clicking Open Threat Library opens the Threat Library.
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E Risk Asset Professional - Asset File Example.xml

File Reports Tools Settings Help

Asset Hame Loss of CIA Value Asset Value | Threat Level Vulnerahility Ley
Auvareness Analyst oo 1.67 280 26T
Auvareness Analyst (Group Leader) oo 2.00 288 2.00
Aavareness Group Procedure oo 233 1.50 3.00
Auvareness Group Procedure (Ori.. oo 2.00 2.00 3.00
Awvareness Services .an 2.33 217 2.33
Compliance Assessment Services oo 233 217 233
Internet Security Datahase Scanner oo 233 3.00 3.00
IF Manual ili] 267 5.80 3.00
IF Palicies Original ili] 2.00 2.00 3.00
Fen Test Methodaology and Process .an 2.33 1.40 .00
Fen Test Outputs .an 3.00 5.4a0 .00
FPen Test Services 0o 2.33 217 2.33
Pentest Tracking Systern .00 267 5.00 3.00
| Collapse All ‘ ‘ Expand All
A
e Auvareness Analyst

¢ 1Y Lack of Training
¢ @ Lack of job training

‘ Add Asset | o {7 Entrapment J blackmail of staff
o {7 Staff Shortage
Auvareness Analyst (Group Leader)
Auvareness Group Procedure
Auvareness Group Procedure (Original Sianed)
Auvareness Senices
Compliance Assessment Services
Internet Security Datahase Scanner
IP Manual
IP Palicies Qriginal
Fen Test Methodology and Process
FPen Test Outputs

{ Open Threat Library |

Search

il A A I

Figure 35: Accessing the Threat Library

When a Threat Library has been added, a list of commonly used threats and associated
vulnerabilities, controls and access questions display in an outline tree structure similar to the
assets list that display in the Assets Outline Area available from the main screen.

For more information about the Threat Library feature and instructions for using and maintaining
the Threat Library, see Chapter 4.

2.5.2 Menu Bar Navigation

The main menu bar is location at the top of RAP. The following options are available from the
main menu bar.
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Main Menu Bar Options

Menu Description / Options

File Allows you to create new asset lists, open asset files in XML format, save
asset lists, export assets to CAP compatible files in CSV format, close asses
files and exit the RAP program. The following options are available from the

File menu.
e New

e Open

e Save

e Save As

e Export all Assets to CAP CSV
e Close File

e Exit

Reports Allows you to create, print, save and export asset reports. The following
options and report types are available from the Reports menu.

e Asset Risk Report

e Control Summary

e Comparison Report

e Occurrence of Controls (Barchart)
e Statement of Applicability

e Risk Treatment

e Threat Summary

Settings Allows you to customize your logo, drop-down values and asset properties;
save and load your custom setting and preferences; and restore default
settings. The following options are available from the Settings menu.

e Preferences

Help Provides the current RAP version information and appropriate contact and
copyright information. Allows you to check for program updates and configure
updates. The following options are available from the Help menu.

e About
e Check for Updates

e Configure Updates

See the following figures for examples.

o' Asset File Example.xml
File Reports Tools Settings Help

Figure 36: Main Menu Bar

© Copyright 2008 Consult2Comply 38



Chapter 2 Getting Started

®¥] Asset File Example.xml

File| Reports Tools Settings Help

Hew

Open
iren
Save

Save As
Export all Assets to CAT CSY a14a0
Close File

Exit

Figure 37: File Menu

E Risk Asset Professional

File Fuapurts| Tools Settings Help

— Asset Risk Report
Control Summary

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany

Figure 38: Reports Menu

E Asset File Example.xml
File Reports Tools | Settings | Help

Preferences

Figure 39: Settings Menu

E Risk Asset Professional - Untitled®
File Reports Tools Settings | Help

Ahout
Check For Updates
Configure Updates

Figure 40: Help Menu
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2.5.3 Action Buttons

An action button is any button in RAP that triggers an action, such as OK or Find.

See the following figure for an example.

Add Asset

o ¥ Entraprent s blackmail of staf

Awrareness Analyst
Awareness Analyst (Group Leaden .00
Awareness Group Procedure oo Preferences
Awareness Group Pracedure (Ori oo [General | Drop Down values | Asset Properties
Awareness Services .00
Compliance Azsessment Senices il
Internet Security Database Scanner 00 Starting File Path [ilest ||mwﬂ |
IP tanual i}
IF Policies Criginal ] -
Fen Test Methodology and Process 0o Set Update Frequency |On Every Start Lp ‘V|
FPen Test Cutputs oo
Fen Test Serices 0o Action Buttons ——
Pentest Tracking System .00 :
l Restore Default Settings ‘ ‘ Load Settings From File | | Save Settings To File |
| Collapse All | | Expand All |
B Assets list
7 B #wareness Analyst
¢ i Lack of Training Action Button ’
9 @ Lackofjob training -

T

Open Threat Library

rSearch

Awareness Analyst (Group Leader)
HAwrareness Group Procedure

Awareness Services

Compliance Assessment Services
Internet Security Database Scanner
IF hanual

Awareness Group Procedure (Ofiginal Signe)

- Action Buttons

2Tt YT T YT T T

Lo st =i e
Pen Test Methodology and Process
Fen Test Outputs

1 I

[T

Figure 41: Action Buttons

0 Note: Action buttons that are unavailable are dimmed.
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Chapter 3 Working with Assets Lists

This chapter provides information and instructions for working with assets list in RAP, including
creating new assets lists, opening existing assets lists, saving, and exporting assets lists as well
as adding, removing, and renaming assets / threats / vulnerabilities / controls / access questions.

3.1 Creating a New Assets List

When you first open RAP, the foundation of an assets list is already created for you. You can build
onto this assets list by adding assets, threats, vulnerabilities, controls and access questions. If you
already have another assets list open, it is recommended that you save this assets list before

creating a new one.
m Risk Asset Professional

File| Reports Tools Settings Help

Hew

QOpen AS

Save

Save As
Export all Assets to CAP CSY

Exit

[ ST TN SN KN ] L ————

Figure 42: File Menu List
To create a new assets list, complete the following steps.
1. From the File menu, click New.

2. RAP will open to a new “Untitled” asset list file.

3.2 Opening an Existing Assets List

To work with an existing assets list, you first need to open it in RAP.

I Important: Assessment files must be opened in either CSV (Comma Separated Values) or
XML (Extensible Markup Language) format.

To open an assets list, complete the following steps.

1. From the File menu, click Open.

The Open dialogue box opens.

See the following figure for an example.
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E Open [z|

-l oD—
-l D—

Look In: | files v | |@| (T3 |3

oD
oo

D Asset File Example.xml
|j| Asset File Example1.xmil
|j| Asset File Example?.csy
|j| Asset File Example?.=zmi
D export.csyv

D export1.cswv

File Hame: ||

Files of Type: |[All Files -

Open Cancel

Figure 43: Opening an Assets List File
2. Locate and select the assets list file you want to open, and then click Open.

The assets file opens and the selected assets list displays in the Assets Outline Area.

3.3 Saving an Assets List

To save an assets list, do the following.

e From the File menu, click Save or Save As.

3.4 Assets

The following subsections provide instructions for adding assets to an assets list and editing asset
properties.

3.4.1 Adding Assets
To add an asset to an assets list, complete the following steps.
1. Do one of the following:

e Click Add Asset.

e Right-click “Assets list” from the Assets Outline Area, and select Add Asset.

See the following figure for an example.
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E Risk Asset Professional

File Reporis Tools Settings Help

Asset Name Loss of ClA Value Asset Value | Threat Level Vulnerability Level Risk Level
‘ﬁ | Collapse All | | Expand Al |
\{ @@ b T
b Add Asset
| Add Asset |
| Open Threat Library |
Search
.

Figure 44: Adding an Asset

A new asset is added to the Assets List.

See the following figure for an example.
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File Reports Tools Settings Help

E Risk Asset Professional

Assets list > New Asset

~Asset Owner Informalion
rAsset Summeary
Loss of ClA Value .00 Risk Level _ 0.0 - LOwW
Asset Value 1.00 Threat Level | | .00
Yulnerability | | .00
Original Cost Confidentiality Integrity | Availability
a Public - Test 1 - again Ly Laow - Test
(‘;’ | Collapse All | ‘ Expand All ‘
@@ B ~ i
AV _ Hew Asset Newly Added Asset
s>
ne'
| Add Asset ‘
| Open Threat Library ‘
rSearch-
 —

Figure 45: New Asset Added

2. Delete “New Asset” and type the asset name.

3. From the Asset Details Area, enter asset information in the Original Cost, Confidentiality,
Integrity and Availability Details fields by double-clicking in each field.

The following table provides information to help you complete these fields.

Entering Assets Details

Asset Field

Description and Valid Values

Original Cost

Text field.

Maximum of 19 numeric characters.

Confidentiality List field.
Integrity List field.
Availability Details List field.
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0 Note: You can edit the asset values available in the drop-down lists. For more information
and instructions on editing drop-down values, see section 2.2.2.3 Editing Drop-Down Values.

3.4.2 Editing Asset Properties

You can edit the properties of an asset, including owner information and asset location details.

To edit asset properties, complete the following steps.

1. Navigate to the asset you want to edit. See section 2.5.1 General Layout and Navigation for
information and instructions.

2. From the asset details area click Edit.

See the following figure for an example.

m Risk Asset Professional

File Reports Tools Settings Help

Assets list > New Asset

rAssek Owner Information

Asset Owner

Assek Surmrary

Loss of A Value w wwion [T oo

Asset Value 1.00 Threat Level ‘ ‘ .00
Vulnerahility ‘ ‘ .00
_Original Cost - Confidentiality Integrity | Availability
I} Fublic - Test 1 - again Loy Lo - Test
‘ Collapse All | | Expand All
b Assets list
v

| Add Asset ‘

| Open Threat Librarny ‘

Search

|
[ ina |

Figure 46: Editing Asset Properties

The Asset Properties dialogue box opens.
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See the following figure for an example.

B Asset Properties E

File

Asset Property Value
Asset Owner
Building
Fhone

Location

Type

Remove Property Add Property Save Cancel

Figure 47: Asset Properties Dialogue Box

3. Change the details of any asset property by clicking into the cell and making changes.

0 Note: You can select options from Value lists or enter text in the Value fields. If you enter
new text and save your changes, the newly added text will be added to the associated asset
property value list.

e Toremove one or more asset properties, see section 3.4.2.1 Removing Asset Properties.
e To add one or more asset properties, see section 3.4.2.2.
e To save your changes, click Save.

e To cancel this action and exit the Asset Properties dialogue box, click Cancel.

3.4.2.1 Removing Asset Properties
To remove one or more properties of an asset, complete the following steps.
1. Follow the instructions in section 3.4.2 to edit an asset’s properties.

2. From the Asset Properties dialogue box, select the property, and then click Remove
Property.

See the following figure for an example.
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E Asset Properties
File

Asset Property

Value

sset Cwner

Building

Fhone

Remove Property [}

Add Property

Save

Cancel

Figure 48: Removing Asset Properties

The property is removed from the asset properties table.

0 Note: To cancel the action and close the Asset Properties dialogue box without saving any

changes, click Cancel.

3. Click Save.

Your changes are saved and the Asset Properties dialogue box closes.

3.4.2.2 Adding Asset Properties
To add one or more asset properties, complete the following steps.

1. Follow the instructions in section 3.4.2 to edit an asset’s properties.

2. From the Asset Properties dialogue box, select the property, and then click Add Property.

See the following figure for an example.
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M Asset Pro perties
File

Asset Owner
Building
Fhone

Mew Property
Laocation

Type
|dentifier

Frocess Group

Remove Property Add Property {\4 Save Cancel

Figure 49: Adding Asset Properties

The new property is added from the asset properties table.

0 Note: To cancel the action and close the Asset Properties dialogue box without saving any
changes, click Cancel.

3. Select a property from the Value field list or enter a new value into the Value field.

I Important: New values enter in the Value field are automatically saved to the Value list for
future use. This saves you time when editing asset properties.

4. Click Save.

Your changes are saved and the Asset Properties dialogue box closes.

3.4.3 Removing an Asset
To remove an asset, do the following.

e From the Assets Outline Area, right-click the asset you want to remove, and select Remove
Asset.

3.4.4 Renaming an Asset
To rename an asset, complete the following steps.

1. From the Assets Outline Area, right-click the asset you want to rename, and select Rename.
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2. Enter the new asset name in the space provided, and then press Enter.

3.4.5 Exporting an Asset to CAP CSV
To export an asset to a CAP compatible file in CSV format, complete the following steps.

1. From the Assets Outline Area, right-click the asset you want to export, and select Export to
CAP csv.

The Select Save Location dialogue box opens.

See the following figure for an example.

ﬂ Select Save Location

| o—
| o—

oo
(=]=]

Save In: ([ files - | ||| |3

|j| Asset File Example.zml

D Asset File Example1.=zmi
D Asset File Example?.csy
|j| Asset File Example2.xml

|j| export.csv
File Hame: export.csy
Files of Type: |All Files -

Save Cancel

Figure 50: Exporting an Asset to CAP CSV

2. Optional. From the File Name field, change the file name.

3. Select the location where you want to save the file, and then click Save.

The assets list is exported successfully to the selected location.

35 Threats

The following subsections provide you with instructions for adding new threats to an asset, editing
existing threats, exporting threats to CAP compatible files in CSV format and renaming threats.

3.5.1 Adding Threats

To add a threat to an asset, complete the following steps.
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1. From the Assets Outline Area, right-click the associated asset, and select Add Threat.

See the following figure for an example.

Collapse All Expand All

bk Assets list
.

Papraranocs Anabheot

Awiez  Add Threat

Remove Asset

ez Edit Asset Properties

01 Export To CAP csv

= Export Threats Into A Hew Threat Library

IP A Rename

Fen TESTWENOGOOOGY afd Frocess
Fen Test Outputs

FenTest Services

Fentest Tracking System

Falicies Development Services

Paolicy & Procedure Manaoer (PPY

Figure 51: Adding a Threat

Add Asset

Open Threat Library

Search

VO

A new threat is added to the associated asset in the assets list.

See the following figure for an example.
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E Risk Asset Professional

File Reports Tools Settings Help

Assets list » Example Asset > New Threat

Assat Owner Information

Asset Owner

Asset Surmmnary
Loss of la value w wskiee [ 5w
Asset Value 1.00 Threat Level I | 1.5
vuinerabilty | | 10
Threat Agent Impact Probabhility Asset Threat Rating
Mew Threat Low End 0-20% 1.4
‘ Collapse All ‘ ‘ Expand All ‘

Bk Assetslist
¢ [ Example Asset
¢ Y Example Threat
¢ @ Example Yulnerahility
T @

7] ar
Mew Threat

Figure 52: Newly Added Threat
2. Replace “New Threat” by deleting it and entering the threat label, and then press Enter.

3. From the asset detail area, select the Impact and Probability to calculate the Asset Threat
Rating.

See the following figure for an example.
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E Risk Asset Professional
File Reports Tools Settings Help

Assets list » Example Asset > New Threat

Assat Owner Information

Asset Owner

Asset Surmmnary

Loss of i vae w nsiow [ 5w

Asset Value 1.00 Threat Level I | 1.5
Vulnerability | | 10
Threat Agent (_ Impact Probabhility | Asset Threat Rating
Mew Threat Low End 0-20% 1.4

\

oy
‘ pee—— H — ‘ " Select the Impact and

e — Probability of the Threat
Bk Assetslist
¢ [ Example Asset

¢ Y Example Threat

¢ @ Example Yulnerahility
@

Mew Threat

Ej

Figure 53: Entering Threat Details

O Note: You can edit the values available inform the drop-down list of the Impact and
Probability fields. For more information about editing drop-down values, see section 2.2.2.3.
3.5.2 Removing Threats

To remove a threat, do the following.

e From the Assets Outline Area, right-click the threat you want to remove, and select Remove
Threat.

3.5.3 Renaming Threats
To rename a threat, complete the following steps.
1. From the Assets Outline Area, right-click the threat you want to rename, and select Rename.

2. Enter the new threat name in the space provided, and then press Enter.
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3.6 Vulnerabilities

The following subsections provide you with instructions for adding, removing and renaming
vulnerabilities.

3.6.1 Adding Vulnerabilities
To add a vulnerability to an asset, complete the following steps.

1. From the Assets Outline Area, right-click the associated threat, and select Add Vulnerability.

See the following figure for an example.

ﬂ Risk Asset Professional - Untitled®

File Reports Toole Settings Help

Assets list > Example Asset > Example Threat

Agzgst Qwner Information

Asset Owner

Asssb Summrary
Loss of CIA Yalue .00 Risk Level _ 0.0 - LOWW
Asset Value 1.00 Threat Level I ‘ 1.5
Vulnerability | ‘ 0.0
Threat Agent Impact Prohabhility Asset Threat Rating
Example Threat Lomiy Encd 0-20% 1.4
‘ Collapse All | | Expand All |

\{ f@)‘iﬂé}ﬁ B mssets list
W 2 @ - . Example Asset
Y Example Threat
Add Yulnerability Q
Remove Threat

Rename

| Add Asset ‘

Figure 54: Adding a Vulnerability

A new vulnerability is added to the associated asset in the assets list.

See the following figure for an example.
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E Risk Asset Professional - Untitled™

File Reports Tools Settings Help

Assets list > Example Asset > Example Threat > New Vulnerability
Assst Qwner Information
Asset Owner
ASSEL Summary
Loss of ClA Value .00 Risk Level ﬁ 1.5 - LOWY
Asset Value 100  Threat Level I ‘ 15
Yulnerability | ‘ 1.0
Vulnerability Vulnerahility Level
Mew Vulnerahility Loy
ﬂ | Collapse All | ‘ Expand all |
.,{ @@ Bk Assets list
D (D) 7 [ Example Asset
o 7 Example Threat
(1 New Vulnerability Jl——

Figure 55: Newly Added Vulnerability

2. Replace “New Vulnerability” by deleting it and entering the vulnerability label, and then press
Enter.

3. From the Assets Details Area, select the Vulnerability Level.

O Note: You can edit the values available in the Vulnerability field. For more information about
editing drop-down values, see section 2.2.2.3.

See the following figure for an example.
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E Risk Asset Professional - Untitled™

File Reports Tools Settings Help

Assets list > Example Asset > Example Threat > Example Vulnerability

Aszat Owney Infovmation

Asset Owner

Asget Summary

Loss of ClA Value .00 Risk Lewvel ﬁ 1.5 - LOW

Asset Value 100 Threat Level I | 15

Vuinerabilty | | 10

Vulnerahility Vulnerahility Level
Example vulnerahility Low |v
Low
Medium
High %
Add/Edit Bemove...
vample Asset

T Example Threat
W Example Yulnerahility

m

Figure 56: Entering Vulnerability Details

3.6.2 Removing Vulnerabilities

To remove vulnerabilities, do the following.

e From the Assets Outline Area, right-click the vulnerability you want to remove, and select
Remove Vulnerability.

3.6.3 Renaming Vulnerabilities
To rename vulnerabilities, complete the following steps.

1. From the Assets Outline Area, right-click the vulnerability you want to rename, and select
Rename.

2. Enter the new vulnerability name in the space provided, and then press Enter.

3.7 Controls

This section provides you with instructions for adding, removing and renaming controls.

3.7.1 Adding Controls
To add a control to an asset, complete the following steps.

1. From the Assets Outline Area, right-click the associated vulnerability, and click Add Control.

See the following figure for an example.
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E Risk Asset Professional - Untitled*

File Reports Tools Settings Help

Assets list > Example Asset > Example Threat > Example Vulnerability

~Aseet Qwiner Information
e
—Assek SURREr Y
Loss of CIA Value o wkiee [T s-tow
Asset Value 1.00 Threat Level I ‘ 1.5
Vulnerability | ‘ 1.0
Vulnerahility VYulnerahility Level
Example Yulnerability Low |v
‘ Collapse All ‘ | Exzpand All ‘
Bk Assets list
2 [ Example Asset
¢ 7 Example Threat
@ Example Yulnerakrs
Add Control
Remowve Yulnerability
Rename

Figure 57: Adding a Control

The Edit Control dialogue box opens.

See the following figure for an example.

P, Risk Asset Professional - Untitled*
File Reports Tools Settings Help

Assets list » Example Asset » Example Threat > Example Vulnerability > New Control

~Assat Dwiner Information

Asset Owner Edit

~Assat Surary

Loss or it vaue w wscee [ o

Asset Value 100 Threatievel | B
Vulnerability | ‘ 10
Mew Contral | Loy ] Edit Control rz|
Control ID
| Collapse All | | Expand &l

Control Name

@ﬂ ) ﬂﬁsets list
L O Example Asset
\/Og ’ ? ﬁl)':arEnxgreanSesﬁghreat

9 @ Example Yulneral
@ New Control

wet®

Figure 58: Edit Control Dialogue Box

2. Enter the Control ID and Control Name, and then click Ok.
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3. From the Asset Detail Area, select the Importance.

See the following figure for an example.

0 Note: You can edit the values available from the drop-down list of the Importance field. For
more information about editing drop-down values, see section 2.2.2.3.

¥ Risk Asset Professional - Untitled*
File Reports Tools Settings Help

Assets list > Example Asset > Example Threat > Example Vulherability > New Control

Assek Qwrer Informakion

Asset Owner
Asset SummRary:

Loss of CIA Value .00 Risk Level ﬁ 1.5 - LOW
Asset Value 1.00  Threat Level I | 1.5

Vulnerability | | 10

Mew Contral Low -
Low
Medium
Coll High b\

B Assets list
7 [l Example fsset
¢ @ Example Threat
¢ @ Example Vulnerability
@ 1:Example Contraol

Figure 59: Entering Control Details

3.7.2 Removing Controls
To remove a control, do the following.

¢ From the Assets Outline Area, right-click the control you want to remove, and select Remove
Control.

3.7.3 Renaming Controls
To rename a control, complete the following steps.
1. From the Assets Outline Area, right-click the control you want to rename, and select Rename.

2. Enter the new control name in the space provided, and then press Enter.

3.8 Access Questions

This section provides you with instructions for adding, removing, and renaming or changing
access questions.

3.8.1 Adding Access Questions

To add an access question to a control, complete the following steps.
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1. From the Assets Outline Area, right-click the associated control, and select Add Access
Question.

See the following figure for an example.

m Risk Asset Professional - Untitled®

File Reports Tools Settings Help

Assets list > Example Asset > Example Threat > Example Vulnerability > New Control

Asset Owner Infovmation

Asset Owner
Asseb Summrmary
Loss of CIA Value .00 Risk Level ﬁ 1.5 - LOW
Asset Value 100 Threatievel | | 15
‘Wulnerahility | | 1.0
Mew Contral l Low - |
| Collapse All | | Expand all |

bk Assets list
o B Example Asset
9§ Example Threat
¢ @ Example Vulnerahility
@ 1 :Example Contr

Add Access Question
Remove Control %

Add Asset Rename

Ere=—errm

Figure 60: Adding an Access Question

A new access question is added to the associated control in the assets list.

See the following figure for an example.

E Risk Asset Professional - Untitled®

File Reports Tools Settings Help
Assets list = Example Asset > Example Threat = Example Vulnerability > 1 : Example Control > Ne
Asset Owiner Information
Asset Owner Edit A
Assst SUmmary
Loss of CIA Value .00 Risk Level ﬁ 15 - LOW
Asset Value 1.00  Threat Level I | 15 —
Vulnerability | | 1.0
g " =]
q] 1 [v]
| Collapse All ‘ | Expand All ‘
b Assets list
o+ I Exarmple Asset
¢ T Example Threat
¢ @ Example Yulnerability
@
Bew Access Guestion |

Figure 61: Newly Added Access Question
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2. Replace “New Access Question” by deleting it and entering the access question, and then
press Enter.

3.8.2 Removing Access Questions

To remove an access question, do the following.

e From the Assets Outline Area, right-click the access question you want to remove, and select
Remove Access Question.

3.8.3 Renaming / Changing Access Questions
To rename or change an access question, complete the following steps.

1. From the Assets Outline Area, right-click the access question you want to change, and select
Rename.

2. Enter the new access question in the space provided, and then press Enter.

3.9 Exporting all Assets to CAP CSV

You can export all assets from RAP to a file that is compatible with CAP in CSV format.
To export all assets from an assets list, complete the following steps.

1. From the File menu, click Export all Assets to CAP CSV.

See the following figure for an example.

File | Reports Tools Settings Help

Hew

Open

ren
Save
Save As
Export all Assets to CAP CSY 5140
Close File
Exit

| | [ CoSsSoruimvame

Figure 62: Exporting All Assets to CAP CSV

The Select Save Location dialogue box opens.

See the following figure for an example.
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E Save

X

Save In: |[Jfiles -

- o—
-l oD—

oo
oo

D Asset File Example.zmil
D Asset File Example1.zmi
D Asset File Example?.csy
E‘] Asset File Example2.xmil
D export.csv

E‘] exportl.csy

File HName:

Files of Type: |All Files

Save

Cancel

Figure 63: Select Save Location Dialogue Box

2. Optional. From the File Name field, change the file name.

3. Select the location where you want to save the file, and then click Save.

The assets list is exported successfully to the selected location.
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Chapter 4 Threat Library

The Threat Library is a resource feature of RAP that you can reference when working with an
assets list. This feature provides you with the ability to add a library file containing a list of
commonly used threats and associated vulnerabilities, controls and access questions. When
added, the Threat Library displays in an outline format similar to the assets list that displays in the
Assets Outline Area of RAP. The Threat Library opens in a secondary window.

This chapter provides information and instructions for using and maintaining the Threat Library.

4.1 Opening / Viewing the Threat Library

To open and view the threat library, do the following.

1. Click Open Threat Library.

See the following figure for an example.
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Threat Library

E Risk Asset Professional

File Reports Tools Settings Help
Asset Name Loss of CIA Value Asset Walue | Threat Level Wulnerability Level| Risk Lewvel
‘ Collapse all ‘ ‘ Expand All
By Assets list
‘ Add Asset |
o~
Q Open Threat Librany @}
2/
Figure 64: Opening and Viewing the Threat Library
The Threat Library opens in a secondary window.
See the following figure for an example. In this figure, the Threat Library is empty.
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Threat Library

M Threat Library
File

Collapse 4ll

Expand All

Add Threat Library

|j| Threats Library

Figure 65: Threat Library

2. From the File menu, click Open.

See the following figure for an example.

© Copyright 2008 Consult2Comply

63



Chapter 4 Threat Library

E Threat Library : E”s__q
File |

Open

Save As = Al Expand All Add Threat Library

D Threats Library

Figure 66: Opening a Threat Library File

The Open dialogue box opens.
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E Open [z|

Look In: | threatlib | ||| | [ea| 6=
|j| SAMPLE Hew Aramco.xml |
|__°*| SAMPLE Threat additions 150 27001.xmil
File Hame: SAMPLE Mew Aramcoxml
Files of Type: |[All Files -
Open N Cancel

Figure 67: Opening a Threat Library File
3. Locate and select the Threat Library file you want to open, and then click Open.

The content of the file you selected displays in the Threat Library.

4.2 Adding a Threat Library

To add a Threat Library, complete the following steps.

1. Open the Threat Library by following the instructions provided in section 4.1 Opening /
Viewing the Threat Library.

2. Do one of the following:

e Click Add Threat Library.
e Right-click “Threats Library”.

See the following figure for an example.
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®¥ Threat Library

File

Collapse 4l

Expand All Add Threat Librany
bag

B Threats Library

Figure 68: Adding a Threat Library

The Open dialogue box opens.

See the following figure for an example.
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E Open [z|

Look In: | threatlib | ||| | [ea| 6=

|j| SAMPLE Hew Aramco.xml |

|__°*| SAMPLE Threat additions 150 27001.xmil

File Hame: SAMPLE Mew Aramcoxml

Files of Type: |[All Files -
Open N Cancel

Figure 69: Adding a Threat Library — Open Dialogue Box

3. Locate and select the Threat Library XML file you want to add, and then click Open.
The file is imported into RAP and the content of the file display in the Threat Library.

See the following figure for an example.
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E Threat Library

File

Collapse All Expand All Add Threat Library

3 Threats Library —
9 [ Threat additions 150 27001 xml
o T Repudiation
T @' Inadequate encryption management

ed for the ange of infarmatian

?
]
[

o @' Inadeguate proof of send f receipt
o T Failure of hacked up data
o ' Poor control of coding methodaol ogy
o (¥ Lack of audit trails 11
o Yioltage spikes M surges Muctuations
o= T Staff Shortage
o " Matural Disaster- Earthguake
o T Theft of equipment
o Complete testing improbable
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Figure 70: Threat Library Added

4.3 Updating the Threat Library

You can update the Threat Library by adding, removing, and renaming threats, vulnerabilities,
controls and access questions.

Updating the Threat Library is similar to working with an assets list.

To add, remove or rename a threat, vulnerability, control or access question, do the following.
¢ Right-click the asset element from the Threat Library outline and select the appropriate action.

For example, to add a vulnerability, right-click the associated threat and then select Add
Vulnerability.
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4.4 Working with Multiple Threat Libraries

Rap provides you with the ability to have open and work with multiple threat libraries at a time.
Opening multiple threat libraries is easy. Simply open one threat library by following the
instructions in section 4.1 , and then follow the same instructions to open another threat library.
Threat libraries open in secondary windows.

When working with multiple threat libraries, you can drag and drop the content from one threat
library to another. Dragging and dropping does not remove or transfer content from one library to
another; rather, dragging and dropping allows you to copy and paste the content from on library to
another.

The following figure illustrates how to copy threat content from one threat library to another.
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E i:lisk Asset Professional E|E”X|

File Reports Tools Settings Help

E SAMPLE Threat additions IS0 27001.xml E SAMPLE New Aramco.xml
File File
| Collapse All | ‘ Expand all | | Add Threat Library | ‘ Collapse All ‘ | Expand All | ‘ Add Threat Librany ‘
3 Threats Library [ Threats Library i
9 [ Threat additions 150 2701 xm| desesesss o [ Mew Arameoxml
o ¥ Repudiation 9 [ Criginal Signed Doc
o—ﬁ'f‘aq“_{re_gfmc[{gaug.data . O T e O A 1 a-w
o W Poor control of coding methodalagy ¢ W Physical Security

o W Lack of audit trails o @ Unauthorized physical access
o I valtage spikes f surges [ uctuations o @ Thet (ofinfarmation, equipment, infarmation processing facilitis

- W Stafshortage ¢ @ A1133: Clear Deskand Clear Screen Policy
o @ Natural Disaster - Eathauake. - Q' at
o T Theft of equipment = @ A8.1.2:Physical Entry Controls.
o ' Complete testing improbahle = @ 4813 Securing Offices, Rooms, and Facilfies.
o @ Deterioration of Storage Media - @

= @ AB1.2: Screening

- @

7 @ AB11:Roles and Responsibilties.

9 [ Softcopy

o ¥ Password exposure o= ¥ Security Breaches

= Hardcopy
= O secury reccties =
4] Il | (vl

Figure 71: Dragging and Dropping Threat Content - Example
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Threat Library

rjﬁisk Asset Professional

File Reports Tools Settings Help

I SAMPLE Threat additions ISO 27001.xml =19
File
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File
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Figure 72: Dragging and Dropping Complete - Example
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Chapter 5 Reports

This chapter provides you with information and instructions for generating, printing, saving, and
exporting reports. The following report types are available in RAP.

e Asset Risk Report

e Control Summary

e Comparison Report

e Occurrence of Controls (Bar Chart)
e Statement of Applicability

e Risk Treatment

e Threat Summary

5.1 Generating an Asset Risk Report

RAP provides you with the ability to present asset data in a risk report.

To generate an Asset Risk Report, complete the following steps.
O Note: An assets file must be open in order to generate a report.

1. From the Reports menu, select Asset Risk Report.

See the following figure for an example.

P Asset File Example2.xml

File Fuapurts| Tools Settings Help

— Asset Risk Report
Control Summary

J

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summanry

Figure 73: Generating an Asset Risk Report — Report Menu

The Asset Risk report opens in a secondary window.

See the following figure for an example.
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< Asset Risk
File
# |Asset Mame Asset Level Threat Level Vulnerability Level Risk Level Risk Rating | Asset Owner| Building Phone
Ih1 .00 1.50 1.38 2.07 Low Fritzy hikt rnain buil... 240-22..
2 [furniture 1.00 1.40 oo an Ly denny MeHilli.. HR buildinogg40-22 .
3 |employees  [1.00 1.50 on a0 Loty Mike Johnson  |main buil... [703-28.
L« [ [[v]

Figure 74: Asset Risk Report Example

The following table details the information provided in the Asset Risk Report.

Asset Risk Report

Column Heading and Asset Data

e Asset Name e Asset Owner

o Asset Level e Location

e Threat Level e Type

e Vulnerability Level e Identifier

e Risk Level e Process Group
¢ Risk Rating

e To exportto CSV, select Export to CSV from the File menu.
e To export risk treatment, select Export Risk Treatment from the File menu.
e To close the report, select Close from the File menu or simply close the reports window.

5.2 Generating a Control Summary

RAP provides you with the ability to present asset data in a control summary.

To generate a Control Summary, complete the following steps.
0 Note: An assets file must be open in order to generate a report.

1. From the Reports menu, select Control Summary.

See the following figure for an example.
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E‘J Asset File Example2.xml

File Hapurts| Tools Settings Help

—  A5sset Risk Report |
Control Summary

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany
T O O NI WS

Figure 75: Generating a Control Summary Report

The Control Summary opens in a secondary window.

See the following figure for an example.

ontrol Summary

File
# Control Importance Threat Level Vulnerability Level |Asset Ow..
1 |uthorization process for Informati... (3.0 High 1.5 Medium 2.0 Medium Wohn Smith Z
2 |egregation of Duties 3.0 High 1.5 Medium dohn Srnith
3 Johile Computing and Cammunic...[3.0 - High 1.5 Medium Uohn Smith [
4 Jeleworking 3.0 High 1.5 Medium daohn Smith ||
A revention of misuse of Informatio. [3.0 - High 1.5 Medium Jahn Smith
6 Jzeof Systern Utilities 3.0 High 1.5 Medium 3.0 High dohn Srnith
7 |rotection of Infarmation Systern A (3.0 High 1.5 Medium 3.0 High Hohn Srnith
2 lemoaoval of property 3.0 High 1.5 Medium 3.0 High dahn Smith
9 Janagement of Remaovahle Media [3.0: High 1.4 Medium 3.0 High Jahn Smith
10 pformation Handling Procedures (3.0 High 1.5 Medium 3.0 High Wohn Smith
11 Jecurity of Systern Documentation (3.0 High 1.5 Medium 3.0 High dohn Srnith
12 fiput Data Yalidation 3.0 High 1.5 Medium dahn Smith
13 |formation Handling Procedures 3.0 High 1.4 Medium Jahn Smith
14 [eporting information Security Eve... 3.0 High 1.5 Medium Wohn Smith
15 follection of Evidence 3.0 High 1.5 Medium dohn Srnith
16 |earning fram Information Security..[3.0 - High 1.5 Medium Hahn Smith
17 fformation Handling Procedures 2.0 High 1.5 Medium dahn Smith
18 putput Data Validation 3.0 High 1.5 Medium Wohn Smith
19 follection of Evidence 3.0 High 1.5 Medium dohn Srnith
20 peporting infarmation Security Eve. 3.0 - High 1.5 Medium Hahn Smith
21 |earning fram Information Security...[2.0: High 1.5 Medium dahn Smith
22 fontrol of Internal Processing 3.0 High 1.5 Medium Wohn Smith
23 follection of Evidence 3.0 High 1.5 Medium dohn Srnith
24 Peporting infarmation Security Eve. [3.0 - High 1.5 Medium Hahn Smith =
[4] ' ' i - | — Il - |“b|_

Figure 76: Control Summary Example

The following table details the information provided in the Control Summary.
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Control Summary Report

Column Heading and Asset Data

e Asset e Vulnerability Level
e Threat e Asset Owner

e Vulnerability e Location

e ID e Type

e Control e |dentifier

e |mportance e Process Group

e Threat Level

0 Note: You can adjust the width of the report’s column headings and arrange column
headings by dragging and dropping the heading in the order you desire.

e To exportto CSV, select Export to CSV from the File menu.
e To export risk treatment, select Export Risk Treatment from the File menu.

e To close the report, select Close from the File menu or simply close the reports window.

5.3 Generating a Comparison Report

You can compare two assets files and associated asset data by using the Comparison Report.
To generate a Comparison Report, complete the following steps.

1. From the Reports menu, select Comparison Report.

See the following figure for an example.

ﬂ Asset File Example2.xml
File | Reports | Tools Settings Help

— Asset Risk Report d
J Control Summany

wF

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany

Figure 77: Generating a Comparison Report

The Select base file dialogue box opens.

See the following figure for an example.

© Copyright 2008 Consult2Comply 75



Chapter 5

Reports

£ Select base file

Look In: |[Jfiles -

- o—
| o—

oo
oo

] Sample Folder

|j| Asset File Example.xmil
D images.properties

|j‘| sample_file

|j| sample_rat_file.xml
[ Test2.xis

File Hame:

Files of Type: |All Files

Open

Cancel

Figure 78: Select base file Dialogue Box

2. Locate the assets file you want to use as your baseline for the comparison, and then click

Open.

The Select file to compare with dialogue box opens.

See the following figure for an example.
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2 Select file to compare with

-l oD—
-l oD—

Look In: | files v | @[3

oo
oo

3] Sample Folder

D Asset File Example.xml
E‘] images.properties

E‘] sample_file

D sample_rat_file.xml

[ Test2.xls

File Hame:

Files of Type: |All Files -

Open Cancel

Figure 79: Select file to compare file Dialogue Box

3. Locate the assets file you want to use to compare with the baseline file previously selected,
and then click Open.

The Select location to save exported file dialogue box opens.

See the following figure for an example.
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2 Select location to save exported file

|l o—
| o—

Save In: | files | |&E| |2 |3

oo
(=[]

3 Sample Folder

D Asset File Example.xml
D images.properties

E‘] sample_file

D sample_rat_file.xml

[ Test2.xls

File Hame:

Files of Type: |All Files

Save Cancel

Figure 80: Select location to save exported with Dialogue Box
A Message dialogue box opens, providing you with the location of the exported file.

See the following figure for an example.

@ File exported to C:'Program Files'DocsZ2Comply.com'RATfiles'Test.xls

0K

Figure 81: Message Dialogue Box — Location of File

4. Click OK.

5.4 Generating an Occurrence of Controls Bar Chart

To generate an Occurrence of Controls Bar Chart, complete the following steps.

1. From the Reports menu, select Occurrence of Controls (Barchart).

See the following figure for an example.
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E Asset File Example?.xml

File Fuapurts| Tonls Settings Help

— Asset Risk Report
Control Summany

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany

Figure 82: Generating an Occurrence of Controls Bar Chart

The Select Report dialogue box opens.

See the following figure for an example.

E Select Report

All Assets -

Ok Cancel

Figure 83: Occurrence of Controls — Select Report Dialogue Box

2. Select a report format from the list provided.

The following table provides you with information that will help you select a report format.

Generating an Occurrence of Controls Bar Chart

Report Format Description

All Assets This format displays the number of control
occurrences in multiple charts. Each chart
presents control data for one asset.

All Assets Combined This format displays the number of control
occurrences for all assets in one chart.

Individual Asset This format displays the number of control
occurrences of controls in one chart for the
{J Note: Individual Asset is not the name of | Selected asset.
the report format. To display the control
data from one asset, select the name of
the asset.

See the following figure for an example.
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Displays # of Control

Al Assets - Occurences for all assets
in single and mutiple
[al Assets charts
All Assets - Combined Displays # of Control
PCs - Occurences for an
urniture — individual asset.
emplmees

Figure 84: Occurrence of Controls Bar Chart Formats

e See Figure 85 for an example of an Occurrence of Controls Bar Chart in All Assets format.

e See Figure 86 for an example of an Occurrence of Controls Bar Chart in All Assets -
Combined format.

e See Figure 87 for an example of an Occurrence of Controls Bar Chart in individual asset

format.
< All Assets E |[|:|||Y|
File
7
pcs —
w 1
> 1
vl
f=4
5
2
=3
3
o
[s]
i
o
o
5
a
E
4 L
=
=
=]
=
A4 AM01.32 AM515  A1154 AM1532 AA0TA AAZ2A AM0T732 AM223 AAZZ2A AM1546  AM1232  AAMZ1A A1222  AM01ZH
Control ID
furniture
2
o
w
) -
v ]
(] I [»]

Figure 85: Occurrence of Controls Bar Chart — All Assets
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= All Assets - Combined

File
All Assets - Combined

o

5]

[}
w
@
o
=
@
e
5
S
vy
o
Pl
s
2
-
o
E
3
=

)

(=}

[=]

AG14  AMIDA3 AASAS A1154 AAS3Z AM0TA AMZ2A AMDTI AM323 AM231 AMSA6 AMZ32 A1 AM3ZZ  A10.1.2No Control ID
Control ID

Figure 86: Occurrence of Controls Bar Chart — All Assets Combined

All Assets - Combined

All Assets - Combined

2.00

Number of Qccurences

0.00

AB14  AMDAZ AMASAS AM164 AMS22 AM0T1 AM224 ADTE AM3232 AM231 AMSAE AMZ32Z2 A4 AM222  AM01.2Me Control I

Control ID

Figure 87: Occurrence of Controls Bar Chart — Individual Asset

e To print the report, select Print from the File menu.
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e To close the report, select Close from the File menu.

5.5 Generating a Statement of Applicability

You can compare an assets list you are working with to another assets list containing standard
asset information as a baseline to produce a statement of applicability.

To generate a Statement of Applicability, complete the following steps.

1. From the Reports menu, select Statement of Applicability.

See the following figure for an example.

E Asset File Example?.xml

File Fuapurts| Tools Settings Help

— A55et Risk Report

Control Summary

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany

Figure 88: Generating a Statement of Applicability

The Select Baseline File To Compare To dialogue box opens.

See the following figure for an example.
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Fj Select Baseline File To Compare To

x]

Look In: (] config

Oo—
O—

og
oo

D assetOwnervalues.xml D values.zmi
|j| demo_eula.rtf

|j| images.properties

[ keytxt

D rat.zsd

|j| settings.properties

|j| standard.=mil

File Hame: standard xml

Files of Type: |[All Files

Open

Cancel

Figure 89: Select Baseline File To Compare To Dialogue Box

2. Locate the assets file you want to use as your baseline for the comparison, and then click

Open.

The Statement of Applicability report opens in a secondary window.

See the following figure for an example.
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= Statement of Applicability

File
# |Applicable Group Control Assets
1 O WA Information Security Palicy W5 1.1 Infarmation Security Policy Document Z
2 O &A1 Infarmation Security Palicy WA 1.2 Review of the Information Security Palicy
3 O W.B.1 Internal Organization W.6.1.1 Management Commitment to Information Sec... 3
4 O WE1 Internal Crganization W.B.1.2 Infarmation Security Coordination
a O W61 Internal Qrganization w613 Allocation of Information Security Respansihili... | 4
B W61 Internal Organization W.6.1.4 Authorization process for Information Process.. [pcs
T O WE1 Internal Crganization W61 .48 Confidentiality Agreements
] O W61 Internal Qrganization w616 Contactwith Authorities
9 O W61 Internal Crganization W.B.1.7 Contactwith Special Interest Groups
10 O W.B.1 Internal Organization W.6.1.8 Independent Review of Information Security
11 O W6 2 External Parties w621 Identification of Risks related to External Parti...
12 | 6.2 External Parties W.B.2.2 Addressing Security when dealing with Custo...
13 O 6.2 External Parties W.6.2.3 Addressing Security in Third Party Adgreements
14 O w71 Responsibility for assets W1 Inventory of Assets
15 O &7 1 Responsibility for assets W 1.2 Cwenership of Assets
16 O .71 Responsibility for assets W13 Acceptable use of Assets
17 O .72 Classification Guidelines W.r 21 Classification Guidelines
18 O &7 2 Classification Guidelines W7 2.2 Information Laheling and Handling
19 O 8.1 Prior to Employment .8.1.1 Roles and Responsibilities
20 O W81 Priorto Employment W.8.1.2 Screening
21 O W81 Priorto Employment W.8.1.3 Terms and Conditions of Employment
22 O 8.2 During Employment W.8.2.1 Management Responsihilities
23 O 8.2 During Employrment W.8.2.2 Infarmation Security Awareness, Education a...
24 O 8.2 During Employment W.8.2.3 Disciplinary Process |

Il [ 1]

-

Figure 90: Statement of Applicability

e To export the file to CVS, select Export to CSV from the File menu.

e To close the Statement of Applicability, select Close from the File menu.

5.6 Generating a Risk Treatment

To generate a Risk Treatment, complete the following steps.

1. From the File menu, select Risk Treatment.

See the following figure for an example.
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E Asset File Example2.xml

File Hﬂpurts| Tools Settings Help

— Asset Risk Report
Control Summany

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicahility

Risk Treatment

Threat Summany

Figure 91: Generating a Risk Treatment

2. The Risk Treatment opens in a secondary window.

See the following figure for an example.

2 Risk Treatment
File

Check All | | Uncheck All | | EXPORT

Export? Asset Name
pcs

furniture
employees
Weset 4
Wesetd
Wweset s
Wssetb
gset7
Weset 8
Wssetd
weset 10
waset 11
Weset12
Wweset 13
Weset 14
Weset1a
Waset 18
Weset 20
Weset 21

[T IV = I PO (PR T

=]

]

3%}

=

n

[=7}

-

oo

O|0O0|O0O|O0|OO|O|moo|mo oo o) Om| o

[£=]

Figure 92: Risk Treatment Example

3. Select one or more assets you want to use to generate the risk treatment file, and then click
EXPORT.

O Note: You can also export by clicking Export to CSV from the File menu.

© Copyright 2008 Consult2Comply 85



Chapter 5

Reports

e To select all assets, click Check All.

e To deselect all assets, click Uncheck All.

The Select a Directory to save files to opens.

See the following figure for an example.

2 Select Directory to save files to

Save In: | files =| | e P —

File Hame: CAProgram FilesiConsultZComply. comiRisk Asset F'rnfessiunallﬂles| |

Files of Type: |All Files -
Save Cancel

Figure 93: Select a Directory to save files to Dialogue Box

4. Select the location where you want to save the risk treatment file, and then click Save.

The Risk Treatment is exported to the selected location.

e To close the Risk Treatment window, select Close from the File menu.

5.7 Generating a Threat Summary

RAP provides you with the ability to present asset data in a threat summary.

To generate a Threat Summary, complete the following steps.

O Note: An assets file must be open in order to generate a report.

1. From the Reports menu, select Threat Summary.

See the following figure for an example.

© Copyright 2008 Consult2Comply

86



Chapter 5 Reports

E Asset File Example?.xml

File Fuapurts| Tools Settings Help

— A55et Risk Report
Control Summany

Comparison Report

Occurence of Controls (Barchart)
Statement of Applicability

Risk Treatment

Threat Summany

Figure 94: Generating a Threat Summary Report — Report Menu

The Threat Summary opens in a secondary window.

See the following figure for an example.

< Threat Summary

File
# Asset Threat Impact Probability Indivi

I_Misuse 1.0 Low End 1.0:0-20% 1.5 M
2 |pos Inaccurate Infarmation 1.0 Low End 1.0 0-20% 1.5 Wk
3 pos Eomb Scares 1.0 Low End 1.0 0-20% 1.5 hde
4 [furniture |Use of cryptographic contrals 1.0 Low End 1.0:0-20% 1.5 W
5 [furniture Inaccurate Information 1.0 Lowe End 1.0:0-20% 1.5 W
§ |employees Legislation 1.0 Lowe End 1.0:0-20% 1.5 W
7 |lemployees IUser Errors 1.0 Low End 1.0 0-20% 1.5 hle
2 Iemployees Mobile Computing & Mohile Comp... [1.0 ; Low End 1.0 0-20% 1.5 hde

4] I | [+]

Figure 95: Threat Summary Report Example

The following table details the information provided in the Threat Summary.

Threat Summary

Column Headings and Asset Data

e Asset e # of Controls

e Threat e Asset Owner

e Impact e Location

e Probability e Type

e Individual Threat Level e |dentifier

e # of Vulnerabilities e Process Group
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O Note: You can adjust the width of the report’s column headings and arrange column
headings by dragging and dropping the heading in the order you desire.

e To exportto CSV, select Export to CSV from the File menu.

e To export risk treatment, select Export Risk Treatment from the File menu.

e To close the report, select Close from the File menu or simply close the reports window.
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Chapter 6 Help

This chapter provides you with information and instructions for using the Help feature. Help allows
you to view current RAP version information and appropriate contact and copyright information.
Additionally, you can check for program updates as well as configure updates.

6.1 About RAP

To view current RAP version information and appropriate contact and copyright information, do
the following.

1. From the Help menu, click About.

See the following figure for an example.

Version Release Dafe , VEIsion x.x

0 RISK ASSET

o 1T

Cog gk © 2007 - 2008 G ol ool 12807 MWoddgah

piration Date: MFOLYY

[y

Figure 96: Help -About RAP — Example

6.2 Check for Updates

When checking for updates, RAP sends a request to the Consult2Comply server. If a program
update is found, a prompt will ask if you would like to update your application. You decide how
often RAP performs these checks.
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Important: RAP will check for updates only when an Internet network connection is found.
To check for program updates, complete the following steps.

1. From the Help menu, click Check for Updates.

See the following figure for an example

E Risk Asset Professional - Untitled™

File Reports Tools Settings | Help |
About
Asset Name Check For Updates lue Asset Value | Threat Level |Vulnerahil
Configure Updates
Checking for, Updates [z|
| Collapse all | | Expand All Flease wait. ..
Bk Assets list

Figure 97: Checking for Updates

If updates are available, the Choose Updates to Install dialogue box opens.

See the following figure for an example.
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# Choose Updates to Install

Ipdates
IUpdate Size Action
Risk Asset Professional Update Inskaller 9,37 MB Download

Figure 98: Choosing Updates to Install - Example Update

0 Note: You can cancel the download / installation at any time by clicking Cancel.

Once the installation is complete

6.3 Configuring Updates

6.3.1.1 Setting Update Frequency

When setting the update frequency, you can choose to check for updates each time you start the
application, every day, every week or every month.

To set the update frequency, do the following.

e From the General tab of the Preference dialogue box, select the update frequency that you
prefer, and then click Save/Close.

To configure RAP program updates, complete the following steps.

1. From the Help menu, click Configure Updates.

The Updates Options dialogue box opens.
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Updates Options @

Check Frequency
(") Do not check for updates automatically,

{(#)i"heck and prompk me ko download and install the updates.

() Check and automatically download and install: updates,

Check Frequency: days,

Fexk Motification: 7:06:11 PM Saturday, May 10, 2003

Options

Downlaads Falder: C:\Documents and Settings! miller spplication Data'l,Cu:unsuI| E]

[ Ok H Cancel ]

Figure 99: Updates Options Dialogue Box

You can manage how often checks are made for RAP program updates using the Check
Frequency section of the Updates Options dialogue box. Additionally, you can specify the
download folder location for your application updates from the Options section of the Updates
Options dialogue box.

2. Make change as desired, and then click OK.

RAP saves your changes, and then the Updates Options dialogue box closes.
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